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DevOps vs DevSecOps

Dev vs Ops

L Wall of ,
David is a DEVeloper! Confusion Peter Is an Operator!
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David wants to maximize CHANGE e Peter wants to optimize STABILITY
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Dev vs Ops => DevOps
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DevOps vs DevSecOps

Dev vs Ops => DevOps
DevOps vs Sec
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DevOps vs DevSecOps

Dev vs Ops => DevOps
DevOps vs Sec
DevOps vs Sec => DevSecOps

: Agile
Agile Deploy-
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DevOps vs DevSecOps

Dev vs Ops => DevOps
DevOps vs Sec => DevSecOps
DevSecOps => DevOps

: Agile
Agile Deploy-
Develop- ment |/
ment Production

Monitor







)

Automation

Three

pillars

Inclusiveness




Automation

o Threat
modelling

Threat
response

Secret & Credential
0 management

Security ®
Operations ,)/ m SAST
N 3 party software
Secure scanning
infrastructure

Security
assurance

Container

security







The softer side of automation - whatlies atit’'s Heart?

Commitments
to make it
work & build
alliances

Close the
knowledge

and skills
GAP

Driveitto be
Self-
Serviced



Hype Cycle for Emerging Technologies, 2021
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(M+T)ology

Public Cloud

CICD Microservices




O
o
3
o
Uy
iy
o
"
T
o
U
o
-
iy
_
)
U
o
-
o
=
Uy
=
o
L=

create security

Co

”

.

it, you secure i

,you run i

You build it

Let them go ...




So whatis next?
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